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BiLGi GUVENLIGI YONETIM SISTEMIi POLITIKASI/ INFORMATION SECURITY MANAGEMENT
SYSTEM POLICY

NUVITA sirketinin sirdirilebilir basarisinda ve iyi yonetisim uygulamalarinda her sekildeki bilginin
gizliliginin, batinligunin ve erisilebilirliginin kritik roli oldugunun ve bilgi glvenliginin yeterli bir seviyede
saglanamamasinin finansal kayiplar yaninda itibar kaybi riskini de artiracaginin farkindadir.

Bu bilgi guivenligi politikasi, NUVITA’nin Bilgi Glivenligi ydnetimine yaklasimini 6zetlemesinin yaninda,
bilgi sistemlerinin glvenliginin korunmasi i¢in gerekli yonlendirici ilkeleri ve sorumluluklari ortaya koyar.

NUVITA ydnetimi, korumakla yikimli oldugu bilgilerin gizliliginin, butinliginin ve erisilebilirliginin
gerektigi sekilde saglanmasi amaciyla TS ISO/IEC 27001:2022 Standardina uygun sekilde Bilgi Glvenligi
Yonetim Sisteminin  (BGYS) kurulumunu, gergeklestiriimesini, isletiimesini, izlenmesini, gbézden
gecirilmesini, bakimini ve surekli iyilestiriimesini taahhut eder.

Uretimini yaptigimiz Grinlerin ARGE siireglerinden sevkiyatina kadar olan tim asamalarini yUriten
NUVITA;

» Gerceklestirdigimiz faaliyetlerle ilgili glincel siber tehditleri takip etmeyi, s6zlesmelerden dogan
sartlar ve yasal gereksinimlere uyum saglamayi,

» Ydrutulen faaliyetlerin etkin, dogru, hizli ve glvenli olarak gergeklestiriimesini temin etmeyi,

» Gerceklestirdigimiz faaliyetleri sektoriin gereksinimi olan standartlara uygun sekilde yuritmeyi,

» Firmamiza, musterilerimize, ¢alisanlarimiza, tedarikgi ve is ortaklarimiza ait her tarld kurumsal ve
kisisel bilgi varhdina erisimde gizlilik, erigilebilirlik ve butinlikleri Uzerindeki risklerin farkinda

olarak faaliyetlerimizi yuritmeyi,

» Bilgi guvenligi yodnetim sisteminin ve bilgi guvenligi farkindahdinin kurum kulturd haline
getirilmesini saglamayi,

> s sirekliligi ve hizmet sirekliligini saglamak lizere gerekli planlarin hazirlanmasi, uygulanmasi ve
test edilmesini saglamayi,

» BGYSyi kurmak, gergeklestirmek, isletmek, izlemek, gézden gecirmek, sirdirmek ve slrekli
iyilestirmek icin yeterli kaynaklarin (finansal, insan kaynaklari, ekipman, yazilim, danismanlik,
egitim vs.) saglanmasini,

» Bilgiye dayali hizmet sundugumuz sektérimuzdeki gelisen teknolojilerden ve bilgi birikimlerinden
faydalanmak Uzere 6zel ilgi gruplari ile iletisim halinde olmayi,

» Bilgi Guvenligi Yonetim Sistemi ile iligkili risklerin ydnetilmesi ve kontrol altinda tutulmasi igin,
politika, prosedur ve talimatlar olusturmayi ve duyurmayi,

» Bilgi guvenligi konusunda farkindahgi arttiracak yetkinlikleri gelistirecek egitimler gerceklestirmeyi,

» Bilgi Guvenligi Yonetim Sistemimizin ISO 27001:2022 standardinin gereklerini yerine getirecek
sekilde dokUmante ederek, surekli iyilestirmeyi,
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BiLGi GUVENLIGIi YONETIM SiSTEMi POLITIKASI
» Bilgi varliklarinin belirlenmesini, bilgi varliklari ile iligkili risklerin analiz edilmesini, analiz edilen
riskler ile iligkili uygun kontrollerin segilerek uygulanmasini,
Uygulanan kontrollerin performansinin diizenli olarak olgllerek etkinliginin belirlenmesini,
Bilgi Guvenligi Yonetim Sistemi’'ni kapsayan duzenli i¢ denetim faaliyetlerinde bulunulmasini,

Uygunsuzluklar ile ilgili dizeltici faaliyet ve dnlemlerin vakit kaybedilmeden alinmasini,

YV WV VvV 'V

Duzenli yonetim gézden gegirme toplantilari gergeklestirilerek Bilgi Guvenligi Yonetim Sisteminin
iyilestiriimesini

TUM GALISANLARIN SORUMLULUKLARI

Bilgi Glivenliginin ve bu politikanin amaci, NUVITA bilgilerinin ve tim destek is sistemlerinin, siireclerinin
ve uygulamalarinin gizliligini, butinlGgund ve kullanilabilirligini korumak, surdirmek ve yonetmektir.
Bunun anlami; NUVITA'ya ait bilgilerin yetkili ellerde kalmasi, bilgilerin eksiksiz, dogru ve kullanilabilir
durumda olmasinin saglanmasi ve bilgilerin ve sistemlerin gerektiginde kullanima hazir olmasinin
saglanmasidir. Bu nedenle tim NUVITA ve dis kaynakli personel ile stajyerleri, taseron personeli,
gérevleri ne olursa olsun islerini, bilgilerin NUVITA biinyesinde korunmasini gdzetecek bicimde
yapmaktan sorumludur.

NUViTA’y_a ait bilgilerin eksiksiz, dogru ve kullanilabilir durumda hazir olmasinin saglanmasinin yani sira
tum NUVITA personeli, NUVITA Personel Yonetmeligi Kurallarinda belirtilen gizli bilgilerin korunmasi ve
NUVITA Is Ahlaki llkelerine de uymak zorundadir.

NUVITA Kisisel Verilerin Korunmasi Yasasinda belirtilen énlemleri almayi ve NUVITA Kisisel Verilerin
Korunmasi Politikasina tam uyumlu ¢alismayi taahht eder.

NUVITA is aware that the confidentiality, integrity, and availability of all forms of information play a critical role in its
sustainable success and good governance practices, and that failure to ensure an adequate level of information
security increases the risk of reputational damage in addition to financial losses.

This Information Security Policy summarizes NUVITA’s approach to Information Security Management and sets
forth the guiding principles and responsibilities required to protect the security of information systems.

NUVITA management commits to the establishment, implementation, operation, monitoring, review, maintenance,
and continuous improvement of the Information Security Management System (ISMS) in accordance with the TS
ISO/IEC 27001:2022 Standard, in order to ensure the appropriate confidentiality, integrity, and availability of the
information it is responsible for protecting.

NUVITA, which manages all stages of the products it manufactures—from R&D processes to shipment—undertakes
to:

» Monitor current cyber threats related to its activities and ensure compliance with contractual obligations and
legal requirements,
» Ensure that activities are carried out effectively, accurately, efficiently, and securely,
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» Conduct its activities in compliance with industry-required standards,

» Perform its operations with awareness of the risks affecting the confidentiality, integrity, and availability of all
corporate and personal information assets belonging to the company, its customers, employees, suppliers,
and business partners,

» Ensure that the Information Security Management System and information security awareness become an
integral part of corporate culture,

» Prepare, implement, and test the necessary plans to ensure business continuity and service continuity,

» Provide sufficient resources (financial, human resources, equipment, software, consultancy, training, etc.) to
establish, implement, operate, monitor, review, maintain, and continuously improve the ISMS,

» Maintain communication with special interest groups in order to benefit from emerging technologies and
knowledge in the information-based services sector,

» Establish and communicate policies, procedures, and instructions to manage and control risks related to the
Information Security Management System,

» Conduct training activities to increase information security awareness and develop competencies,

» Document the Information Security Management System in compliance with the requirements of 1SO

27001:2022 and ensure its continuous improvement.
INFORMATION SECURITY MANAGEMENT SYSTEM POLICY
NUVITA commits to:

» ldentifying information assets, analyzing risks associated with these assets, and selecting and implementing
appropriate controls for identified risks,

» Regularly measuring the performance of implemented controls and determining their effectiveness,

» Conducting regular internal audits covering the Information Security Management System,

» Taking corrective actions and preventive measures related to nonconformities without delay,

» Improving the Information Security Management System through regular management review meetings.

RESPONSIBILITIES OF ALL EMPLOYEES

The purpose of Information Security and this policy is to protect, maintain, and manage the confidentiality, integrity,
and availability of NUVITA’s information and all supporting business systems, processes, and applications. This
means ensuring that NUVITA’s information remains in authorized hands, is complete, accurate, and usable, and that
information and systems are available when required.

Therefore, all NUVITA employees and external personnel, including interns and subcontracted staff, regardless of
their duties, are responsible for performing their work in a manner that safeguards the protection of information
within NUVITA.

In addition to ensuring that NUVITA’s information is complete, accurate, and available, all NUVITA personnel are
required to protect confidential information as specified in the NUVITA Personnel Regulations and to comply with
the NUVITA Code of Business Ethics.

NUVITA commits to taking the measures specified in the Personal Data Protection Law and to operating in full

compliance with the NUVITA Personal Data Protection Policy.

Genel Mudur / General Manager
Yunus Emre ALIMOGLU
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